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1 Pre-installation overview
You must complete the pre-installation process to ensure that your environment is configured with
the software, user accounts, directories, and other prerequisites required for an initial installation of
Relativity. As you set up your environment, use the Installation accounts and directories list to
record information about your environment configuration that installation process requires. You can
download this document from Pre-Installation on the Relativity 8.1 Documentation site.

For additional information, see the System Requirements and Environment Optimization guides.

2 Windows updates
Ensure that you have the latest Microsoft Windows Server and .NET Service Pack installed on all
Relativity servers.

Install any smaller security patches, Windows updates, etc. at your own discretion. kCura only tests
major service packs, and not every Microsoft update that is released. Deploy any patches to your
test instance of Relativity first and ensure that a rollback plan is in place if any issues are discovered
during deployment.

Ensure the option to "Install updates automatically" on all Relativity servers has been disabled. Apply
any required updates during a planned maintenance window.

After installing Windows updates, reboot your machines before attempting to install Relativity.
Complete this step to ensure that all Relativity components are properly installed. Incomplete
Windows updates lock system files, which may cause silent failures and prevent the proper
installation of Relativity components.

3 User and group accounts
Configure the following user and group accounts in your environment.

3.1 User group for uploading documents
You can improve performance when documents are uploaded with the Win Relativity component by
creating a group of users with Full Control permissions on the file share used as a document
repository. This group can import and export documents in Directmode, which is significantly faster
thanWebmode.
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3.2 Relativity service account
During installation, you must log in under the Relativity service account. This account must have
local administrator privileges on each of the servers where you want to install Relativity. Additional
requirements for this account are provided in the section describing how to configure a specific
server.

The Windows Service Component and the kCura COM Plus Component run under the Relativity
Service Account. Verify that this account is configured as follows:

n Create account in Active Directory.
n Add account to the Administrators group on all machines running Relativity components.
n Disable UAC controls for this account due to the requirement for Windows Server 2008 R2.
n If using a workgroup, verify that the account has identical credentials on all Relativity servers. Contact

the Client Services team (support@kcura.com) for additional information about configuring work-
groups.

4 Database server setup
Set up the database server by completing the steps in this section.

4.1 Required software
The following software must be installed on the database server:

n Windows Server 2012 orWindows Server 2008 R2
n .NET Version 4.5
n .NET Version 3.5
n SQL Server 2012 or SQL Server 2008 R2

Note: Relativity requires Full Text Search from the Database Engine Services feature as part of the
SQL Server installation.

4.2 Enable Microsoft DTC
Microsoft DTC must be enabled on the SQL server along with the following configuration changes:

1. Add the Application Server role and select Distributed Transactions. Select Incoming Remote Trans-
actions and Outgoing Remote Transactions.

2. Type dcomcnfg on your Start menu and press Enter to open Component Services.
3. Expand Component Services > Computers >My Computer >Distributed Transaction Coordinator.
4. Right-click Local DTC and click Properties.
5. Click the Security tab.
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6. Select the following check boxes:
n Allow Remote Clients
n Allow Inbound
n Allow Outbound

7. Click Apply.
8. Click Yes to restart theMSDTC service.
9. Click OK.

4.3 Assign admin permissions to the Relativity service account
You must configure permissions for the Relativity service account on the SQL server as part of the
database setup process. Make sure that the Relativity service account has local administrator and
Sysadmin permissions on the SQL server.

4.4 Create SQL Server login
The following login must be added to the SQL Server environment. Set this account to Never Expire
and Not Enforce Password policy.

The EDDSDBO account is the login used by the owner of all objects in the EDDS system databases.
Follow these guidelines for configuring this account:

n Authenticate this user with SQL Server Authentication.
n Give this account the only following server roles:

o bulkadmin
o dbcreator
o public

n If you havemultiple SQL servers, create this account on each server with the same name, permissions,
and credentials.

4.5 Create BCP share
Create a directory on the SQL server in a location where the Relativity Service Account can read and
write. In addition, give SQL services permissions to read from this directory. Follow these guidelines
for setting up this directory:

n Make sure that this directory is an actual folder, not merely a drive letter.
n Confirm that the account running SQL has access to this directory. If it doesn't have access to this

folder, it can't create new cases. This directory is used for temporary files during imports, exports, case
creations, and dtSearch queries.

n Place this share on the drive housing the Backup files for optimal performance. This share should be
named BCPPath in every instance.

n If you havemultiple SQL servers, create this share on each server and use the BCPPath as the share
name on all servers.

n Make sure the account running the SQL services has rights to the BCPPath. Bulk import fails when this
account doesn't have these rights.
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Note: Consider setting up an SQL Service Account (that is a domain account with local admin rights). You
should review the security requirements of your organization before setting up this account. To create a
SQL Server Service account available from Microsoft, see ConfigureWindows Service Accounts and
Permissions (http://msdn.microsoft.com/en-us/library/ms143504.aspx).

Complete the following steps to share the folder:

1. Right-click the folder and go to Properties.
2. Open the Sharing tab and click Share.
3. Enter the Relativity Service Account name (domain\account), and click Add.
4. Select the service account on the share list and set the Permission Level to a minimum of Read/Write.
5. Click Share.
6. When the share completes, click Done.
7. On the Document Properties dialog, select the Security tab.
8. Verify that the Relativity Service Account has Full Control security permissions to the folder itself.

5 Web server setup
This section describes how to prepare your web server for installing Relativity. Install the following
software on the web server:

n Windows Server 2012 orWindows Server 2008 R2
n .NET Version 4.5
n .NET Version 3.5
n IIS 7.5 or IIS 8.0
n IIS 6Metabase Compatibility

5.1 Setting IIS options
Make these updates on all web servers in your Relativity installation:

1. Install .NET Framework 4.5 Full Profile on all web servers.
2. Configure the Legacy Unhandled Exception Policy on all web servers:

a. Browse to the following directory on your web server: C:\Win-
dows\Microsoft.NET\Framework64\v4.0.30319\

b. Open the Aspnet.config file in a text editor.
c. Locate the tag <legacyUnhandledExceptionPolicy>.
d. Set the enabled attribute to true. This sample code illustrates the attribute that you need to

update:

<legacyUnhandledExceptionPolicy enabled="true" />

e. Save the changes to the file.
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5.2 IIS role service configuration
Relativity requires that you configure several role services in the IIS. You also have the option of
using a full installation of the Web Server (IIS) role.

5.2.1 IIS roles on Windows Server 2008 R2
For the IIS on Windows Server 2008 R2, the following illustration lists the minimum role service
requirements for Relativity:
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5.2.2 IIS roles on Windows Server 2012
For the IIS on Windows Server 2012, use this procedure to view the minimum role service
requirements for Relativity:

1. Open the Server Manager on Windows Server 2012.
2. ClickManage to display a drop-down menu.
3. Click Add Roles and Features. The Add Roles and Features wizard appears.

4. Click Next on the Before you begin dialog.
5. Click Next on the Select installation type dialog.
6. On the Select destination server dialog, select Server Roles.
7. Expand the section called Web Server (IIS) (Installed) and its subsections.
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8. Review the following illustration for minimum role service requirements for Relativity:

9. Select Features.
10. Review the following illustration for Features configuration settings:
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5.3 Enable IIS 6 Metabase compatibility
Relativity requires that you enable IIS 6 Metabase compatibility on all web servers.

5.3.1 IIS 6 Metabase compatibility on Windows Server 2008 R2
Use this procedure to enable IIS 6 Metabase compatibility on Windows Server 2008 R2:

1. Open the Server Manager.
2. Right-click theWeb Server IIS node, and select Add Role Services.
3. On the Add Role Services dialog, highlight Role Services. Confirm that IIS 6Metabase Compatibility is
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selected. If necessary, enable or install this role service on your server.

5.3.2 IIS 6 Metabase compatibility on Windows Server 2012

5.3.2.1 IIS 6 Metabase compatibility on Windows Server 2012
Use this procedure to enable IIS 6 Metabase compatibility on Windows Server 2012:

1. Open the Server Manager on Windows Server 2012.
2. ClickManage to display a drop-down menu.
3. Click Add Roles and Features. The Add Roles and Features wizard appears.

4. Click Next on the Before you begin dialog.
5. Click Next on the Select installation type dialog.
6. On the Select destination server dialog, select Server Roles.
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7. Expand the section calledWeb Server (IIS) (Installed)àManagement Tools (Installed)à IIS 6 Man-
agement Compatibility (Installed).

8. Confirm that IIS 6Metabase Compatibility is selected. If necessary, enable or install this role service on
your server.

5.4 Configuring log file options
If you enabled logging on the IIS, you can avoid performance and other issues by limiting the size of
log files, as well as the number of trace files stored on the IIS. This section describes how to
configure these features in your environment for optimum performance.

5.4.1 Log file optionsfor Windows Server 2008 R2
Use the instructions in this section to configure logging settings for Windows Server 2008 R2.
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5.4.1.1 Setting file size for IIS requests log
Logging is a default role installed on the IIS and enabled in most environments. Use the following
instructions to set the maximum size for the log files.

1. Open the IIS Manager.
2. On the IIS dashboard, highlight your server name to display configuration options in the Feature View.

3. Double-click the Logging icon to display the Logging page. The following illustration shows themax-
imum file size used to restrict the log files from growing larger than 3MB. You need to adjust this file



Relativity | Pre-Installation Guide - 16

size to meet the needs of your environment.

5.4.1.2 Setting the file size for failed trace logging
If you manually installed the failed trace logging through the Role Services on your IIS, complete the
following steps to set the maximum number trace files stored.

1. Open the IIS Manager.
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2. On the IIS dashboard, highlight your default web site to display configuration options in the Feature
View.

3. Double-click the Failed Request Tracing Rules icon.
4. Right-click on the current set of enabled rules. Click Edit Tracing Settings.

5. Update the value in theMaximum number of trace files box. This value should be set no higher than
500.
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5.4.2 Log file options for Windows Server 2012
Use the instructions in this section to configure logging settings for Windows Server 2012.

5.4.2.1 Setting file size for IIS requests log
Logging is a default role installed on the IIS and enabled in most environments. Use the following
instructions to set the maximum size for the log files:

1. Open the Server Manager.
2. On the Toolsmenu, select Internet Information Services (IIS) Manager.
3. Expand the server node to display the Features View.
4. Double-click the Logging icon to display the Logging page.

5. Update themaximum file size for your environment if necessary. The following illustration shows the
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maximum file size used to restrict the log files from growing larger than 3MB.

5.4.2.2 Setting the file size for failed trace logging
If you manually installed the failed trace logging through the Role Services on your IIS, complete the
following steps to set the maximum number trace files stored.

1. Open the Server Manager.
2. On the Toolsmenu, select Internet Information Services (IIS) Manager.
3. Expand the server node to display the Features View.
4. Highlight theDefault Web Site.
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5. Double-click the Failed Request Tracing icon to display the Failed Request Tracing Rules page.

6. Update the value in theMaximum number of trace files box. This value should be set no higher than
500.

6 Agent server setup
An agent server performs background processing. It requires the following software:

n Windows Server 2012 orWindows Server 2008 R2
n .NET Version 4.5
n .NET Version 3.5 for installation on agent server

6.1 Enabling Microsoft DTC
Microsoft DTC must be enabled on the Agent server along with the following configuration changes:

1. Add the Application Server role and select Distributed Transactions. Select Incoming Remote Trans-
actions and Outgoing Remote Transactions.

2. Type dcomcnfg on your Start menu and press Enter to open Component Services.
3. Expand Component Services > Computers >My Computer >Distributed Transaction Coordinator.
4. Right-click Local DTC and click Properties.
5. Click the Security tab.
6. Select the following check boxes:

n Allow Remote Clients
n Allow Inbound
n Allow Outbound

7. Click Apply.
8. Click Yes to restart theMSDTC service.
9. Click OK.
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7 File (document) share or server
You can use a file share or server as a repository for documents stored in Relativity. You must
create a directory that's used as the root of the directories and documents created through the
Relativity system. This file share must be a folder rather than a drive letter. For example,
C:\Fileshare instead of just the C drive.

In addition, confirm that the Full Text, LDF files, MDF files, and Backups are all specified to the
folder level. Don't specify them to only a drive.

Note: For information about setting up processing servers, see Database server for processing or native
imaging on page 25 andWorker server for processing or native imaging on page 26.

7.1 Create share
The document root directory is exposed to the Relativity application through a shared drive. Use
these steps to share the folder:

1. Right-click the folder, and go to Properties.
2. Open the Sharing tab, and click Share.
3. Enter the Relativity Service Account name (domain\account), and click Add.
4. Select the service account on the share list and change Permission Level to Co-owner.
5. Enter the Relativity Upload Users group, and click Add.
6. Select the group on the share list, and set the Permission Level to Co-owner.

7. Click Share.
8. When the share completes, click Done.
9. On the Document Properties dialog, select the Security tab.
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10. Verify that the users and groups you added to the share also have Full Control security permissions to
the folder itself.

8 Analytics server setup
Before installing Relativity Analytics, complete the tasks described in this section. Install the
following software on your Analytics server:

n Windows Server 2012 orWindows Server 2008 R2
n .NET Version 4.5

In addition, make sure that you disable the Windows Firewall.

9 Index share - dtSearch repository
Create a root directory for the directories created by dtSearch index builds within the system.

9.1 Create share
The dtSearch index directory is exposed to the Relativity application through a shared drive. Use
these steps to share the folder:

1. Right-click on the folder, and go to Properties.
2. Open the Sharing tab, and click Share.
3. Enter the Relativity Service Account name (domain\account), and click Add.
4. Select the service account on the share list and set the Permission Level to Co-owner.

5. Click Share.
6. When the share completes, click Done.
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7. On the Document Properties dialog, select the Security tab.
8. Verify that the Relativity Service Account also has Full Control security permissions to the folder itself.

10 SMTP server setup
Relativity requires access to an SMTP server to handle the delivery of error messages, job
notifications, and billing statistics to both internal contacts and to kCura. You can configure your
SMTP server to relay messages from Relativity agent and web servers. You need to configure your
SMTP server so that it can send email messages outside of your domain with encrypted
attachments. In addition, you must update specific configuration values on the configuration table in
the EDDS database.

Use this procedure to configure your SMTP server:

1. To enable SMTP communication, verify that port 25 is open on your Relativity agent and web servers.
Also, verify that it is configured to allow relaying.

2. Use the kCura.Notification.WinForm utility to verify that SMTP relay works properly. Click here to
download this utility, extract it, and run it in your environment.

3. Log in to Relativity as an admin. See Security Permissions on the Relativity Documentation 8.1 site.
4. Click Home > Relativity Script Library to display a list of Relativity scripts.
5. Click New Relativity Script.
6. Copy and paste the following code in the Script Body box. This script outputs a list of configuration val-

ues and their current settings.

SELECT *
FROM eddsdbo.[Configuration]
WHERE Name IN ('SMTPServer','Ac-
count','Instance','EnvironmentName','EmailFrom','EmailTo','CaseStatisticsNotificationList')

Your code should look similar to this screen shot:

7. Click Save.
8. On the details view, click Run Script to display a pop-up window.
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9. Click Run to display a list containing the settings in your configuration values.
10. Optionally output a .csv file with these settings. Select Export to File in mass operation drop-down box

and click Go. Save the file in a local directory.

Note: If you have already set any of the configuration values, keep a copy of these settings in case you need to
refer to it later.

11. To update the configuration values, click the Relativity SMTP Configuration script on the Relativity
Script Library tab.

12. Click Run Script to display a dialog, where you can update the settings for your configuration values.
For information about the settings on this dialog, see Relativity SMTP configuration script on the
Relativity Documentation 8.1 site.

13. Enter your new settings in the dialog. The following table illustrates sample entries. The Account,
Instance, EnvironmentName, and EmailFrom must match the values for your kCura account.

Field Sample setting
Account Salt Corporation
CaseStatisticsNotificationList relativitystats@kcura.com (The script for the Billing statistics report

sends the output directly this email address.)
Instance SaltCorpUK
EnvironmentName Salt Corporation
EmailFrom This email address displays in the From field on outgoing email mes-

sages.
EmailTo Error notifications are sent to this email address. This value is optional.
SMTPServer SMTP server information for your environment, such as 192.168.1.10 or

smtp.kcura.com.
14. Click Run.

10.1 Testing your SMTP server configuration
You can test the configuration of your SMTP server to make sure that it has the proper settings.

Use this procedure to test your SMTP configuration:

1. Create a test workspace.
2. Build a small dtSearch index in your test workspace, and enter your email address in the Email noti-

fication recipients field.
3. Build the index and verify that you received an email.
4. From Home, check the Errors tab to determine if any errors occurred.
5. Re-run this test on an email address outside of your domain.
6. From Home, check the Errors tab to determine if any errors occurred.
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11 Environment modification for processing or native
imaging
Before running the Invariant installer, you must perform the following steps to modify your
environment.

Component Environment Configuration Settings

Database n Disable Internet Explorer Enhanced Security Configuration.
n Disable User Access Control (UAC) and theWindows Firewall.

QueueMan-
ager

None

Workers n Enable the Desktop ExperienceWindows Feature.
n Disable Internet Explorer Enhanced Security Configuration for Administrators and Users.
n Disable User Access Control (UAC) and theWindows Firewall. Disabling UAC on the

worker server suppress pop-ups from the application in which the processing engine
opens files.

n Set Windows Updates to download, but allow you to choose whether to install. (You can
set this option through the Control Panel under System and Security.)

For more information, see the Processing Server Installation guide.

12 Database server for processing or native imaging
The following sections provide basic information about setting up the database server for processing
or native imaging. For more information, see the Processing Server Installation guide.

12.1 Required software
Install the following software on the database server:

n Windows Server 2012 orWindows Server 2008 R2
n .NET Version 4.5
n .NET Version 3.5
n SQL Server 2012 or SQL Server 2008 R2



Relativity | Pre-Installation Guide - 26

12.2 Relativity Service Account
The Relativity Service Account must be the owner of all objects in the processing databases and
have permissions for logging in to the SQL Server environment. It must be set up as follows:

n Configure the account with Windows Authentication.
n Ensure that the account has local administrator rights to perform the installation of the native imaging

database and queuemanager.
n Ensure that this account has SQL administrator rights.

12.3 Create Invariant worker network file path share
Create a directory on the SQL server in a location where the Relativity Service Account can read and
write. Make sure that SQL services can also read from this directory. This directory must be an
actual folder, not a drive letter. It stores the installation files for worker servers.

13 Worker server for processing or native imaging
The following sections provide basic information about setting up the worker server for processing
or native imaging. For more information, see the Processing Server Installation guide.

13.1 Required software
Install the following software on the worker server:

n Windows Server 2012, Windows Server 2012 R2, or Windows Server 2008 R2
n .NET Version 3.5
n .NET Version 4.5
n Desktop Experience (Windows Server feature)
n Microsoft Office 2010 Professional SP2 (32-bit) - this includes OneNote and Publisher, which are also

required applications
n Microsoft Visio 2010 Professional or Standard SP2 (32-bit)
n Microsoft Project 2010 Professional or Standard SP2 (32-bit)
n Lotus Notes v8.5.2 with Fix Pack 4 or Lotus Notes v8.5.3 with Fix Pack 6
n Adobe Reader - we don't require a specific version
n SolidWorks eDrawings Viewer 2013 (32-bit) with the option to view 3D XML and PRO/E files
n JungUm Global Viewer v9.0 or higher

Note: Worker servers performing document conversion only (not processing or native imaging) only
require Windows Server 2012/2012 R2/2008 R2, .NET Version 3.5, .NET Version 4.5, and Desktop Experience.
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13.2 Relativity Service Account
The Relativity Service Account must be given local administrator rights to each worker server. The
installation process uses this account. It must remain logged in to each server to run local processes
during native imaging.

14 Logo customization
Customize your Relativity web interface with your company’s logo. To accommodate variable space
requirements, provide two logos with different sizes. If a user has Data Focus turned on, Relativity
displays a small logo. The logo height must be less than 25 pixels, while the width is discretionary. If
Data Focus is off, the height may be 50 pixels and the width is discretionary. You can hide the logo
using a setting in the Configuration table. The name of the logo file is also set in the Configuration
table. Add the logos to the images folder at the root of the EDDS directory.

15 Resource groups
A workspace doesn't contain resource servers after you install Relativity. After the agents start up,
the servers self-register, but they aren't automatically associated with a resource group. To
associate these servers to a resource group, you must manually add them through the Resource
Group tab in Admin mode. For more information, see Servers in the Admin guide.

16 License keys
After you install Relativity, you need to either activate new licenses or renew your current ones by
requesting and applying activation keys for the applications you intend to use in your Relativity
instance, including Processing. Relativity licensing includes flexible options that you can tailor to the
size, type, and other requirements of your organization as part of your contractual agreement with
kCura. For more information, see the Relativity Licensing Guide.

17 Relativity instance name
During a first-time installation, you must provide a name for your Relativity instance. This value is
displayed on License details page available through the License tab. It is stored as the Instance
setting in the kCura.LicenseManager section of the Configuration table on the EDDS database.

Note: Modifying the instance name by updating this setting in the Configuration table immediately
invalidates your Relativity and Processing licenses.
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When you request a Relativity license, this instance name is included in the request key. Contact the
Client Services team (support@kcura.com) for additional information.

In the Relativity installer, the Primary Database Server Configuration dialog box displays the
Relativity Instance Name option when you and select Database Server on the Feature Selection
dialog box during a first-time installation.
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Proprietary Rights

This documentation (“Documentation”) and the software to which it relates (“Software”) belongs
to kCura LLC and/or kCura’s third party software vendors. kCura grants written license agreements
which contain restrictions. All parties accessing the Documentation or Software must: respect
proprietary rights of kCura and third parties; comply with your organization’s license agreement,
including but not limited to license restrictions on use, copying, modifications, reverse engineering,
and derivative products; and refrain from any misuse or misappropriation of this Documentation or
Software in whole or in part. The Software and Documentation is protected by the Copyright Act of
1976, as amended, and the Software code is protected by the Illinois Trade Secrets Act. Violations
can involve substantial civil liabilities, exemplary damages, and criminal penalties, including fines
and possible imprisonment.

©2016. kCura LLC. All rights reserved. Relativity® and kCura® are registered trademarks of kCura
LLC.
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